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Legal Notices

This Documentation, which includes embedded help systems and electronically distributed mater-
ials (hereinafter referred to as the “Documentation”), is for your informational purposes only and
is subject to change or withdrawal by Quest Software, Inc and/or its affiliates at any time. This
Documentation is proprietary information of Quest Software, Inc and/or its affiliates and may not
be copied, transferred, reproduced, disclosed, modified or duplicated, in whole or in part,

without the prior written consent of Quest Software, Inc and/or its affiliates

If you are a licensed user of the software product(s) addressed in the Documentation, you may
print or otherwise make available a reasonable number of copies of the Documentation for
internal use by you and your employees in connection with that software, provided that all Quest
Software, Inc and/or its affiliates copyright notices and legends are affixed to each reproduced

copy.

The right to print or otherwise make available copies of the Documentation is limited to the
period during which the applicable license for such software remains in full force and effect.
Should the license terminate for any reason, it is your responsibility to certify in writing to Quest
Software, Inc and/or its affiliates that all copies and partial copies of the Documentation have
been returned to Quest Software, Inc and/or its affiliates or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, QUEST SOFTWARE, INC. PROVIDES
THIS DOCUMENTATION “AS IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT
LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL QUEST SOFTWARE,
INC. BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR
INDIRECT, FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION,
LOST PROFITS, LOST INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST
DATA, EVEN IF QUEST SOFTWARE, INC. IS EXPRESSLY ADVISED IN ADVANCE OF THE
POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable
license agreement and such license agreement is not modified in any way by the terms of this
notice.

The manufacturer of this Documentation is Quest Software, Inc and/or its affiliates.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Govern-
ment is subject to the restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)
(1) - (2) and DFARS Section 252.227-7014(b)(3), as applicable, or their successors.

Copyright © 2025 Quest Software, Inc and/or its affiliates All rights reserved. All trademarks,
trade names, service marks, and logos referenced herein belong to their respective companies.



Contact erwin

Understanding your Support
Review support maintenance programs and offerings.

Registering for Support

Access the erwin support site and register for product support.

Accessing Technical Support

For your convenience, erwin provides easy access to "One Stop" support for all editions of
erwin Data Modeler, and includes the following:

Online and telephone contact information for technical assistance and customer services
Information about user communities and forums

Product and documentation downloads

erwin Support policies and guidelines

Other helpful resources appropriate for your product

For information about other erwin products, visit erwin by Quest Products page.

Provide Feedback

If you have comments or questions, or feedback about erwin product documentation, you can
send a message to techpubs@erwin.com.

News and Events

Visit News and Events to get up-to-date news, announcements, and events. View video demos
and read up on customer success stories and articles by industry experts.



https://www.quest.com/products/
https://support.quest.com/contact-support
https://support.quest.com/erwin-data-modeler/15.0
https://erwin.com/products
mailto:techpubs@erwin.com
https://www.erwin.com/resources/#f:events=[Events - Online,Events - Webcast On Demand]&f:language=[English]
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erwin DM Generative Al Data Usage - FAQ

erwin Data Modeler Generative Al: Data Sharing, Pri-
vacy and Protection Methods - FAQ

Category What erwin DM Delivers

Al leverages large language models (LLMs) to transform plain-language
requirements into structured data models. It can automatically generate entit-
ies, attributes, relationships, metadata, business terms, and DDL scripts.

Al Modeling
Capabilities

Integration & Supports SQL, NoSQL, Snowflake, BigQuery, Databricks, MongoDB. Recom-
Modernization mendations for migrations and erwin ER360 integration are planned.

AUTETIEETON Access via SSO, LDAP, or Entra ID. Al usage is managed per license and can
& Access Con- . S
trol be disabled or blocked at the organization level.

Encryption & Data is encrypted in transit (TLS 1.2+) and at rest (AES-256, FIPS 140-2). No
Data Security data is stored by erwin DM.

Prompt Privacy | Prompts and responses are not stored externally. Feedback submissions are
& Data Handling | optional. Microsoft’s terms protect against training use.

Infrastructure & | Al models are hosted in the U.S. East region. Data residency control is not
Hosting available. The Service level agreement (SLA) uptime is 99.90%.

Governance & Compliant with GDPR and CCPA. Prompts are never used for training. Al
Compliance does not auto-detect sensitive data.

Explainability & | Al does not currently explain its suggestions. Human validation and trans-

Trust parency controls are planned.
Future Upcoming features include conversational modeling, natural language quer-
Roadmap ies, and Agentic Al for enterprise-scale governance.

Frequently Asked Questions (FAQ)

What large language model (LLM) does erwin DM use?

erwin DM uses the GPT-4 base model, deployed within Microsoft Azure.

Is any prompt data stored or reused by OpenAl?
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erwin DM Generative Al Data Usage - FAQ

No, prompt data is not stored or reused by OpenAl.

Is any data stored by erwin?

Yes, only the user’s email address and license number are stored.

Where is the Al model hosted?

All data processing takes place in U.S. regions within Quest’s Azure environments.

Can the Al feature be disabled?

Yes, it can be disabled.

Where does the Al get its knowledge?

Itis powered by GPT-4.

Why is this safer than public Al interfaces?

Because OpenAl does not use this data to train its models.

You can download the PDF version of this guide here.
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